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7.GEBAED 4 VR — k

3. NHEBEME 7 v + 21 DR

RS- A v A =r&oxy b7 v 7EETT,

9. BUEHER

10. Adapter Server ® £ ¥ & + =L (H 4 FDIER)

11. Adapter Server TD ¥ — " X DYERK
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1.ixCoic, &EHF
JP-LINK DERZERIRT HICIE. X ) TaH—N\ERETHIDLELHYET , Security Server
[F. RYRT—=IRDMD A N—LBETH-ODRELGHEERELET,
X a)TFAH—N\DELEZREE. AVN—BANETY—ET7TREESNDIAvtE—C DR ERET
FRBTBHIETT, EX ) T4 —N\E. EX ) TaH—NEHBDERATLADTIER
FEHBREBELET,

YOUR IT PARTNER'S IT
INFRA- INFRA-
STRUCTURE STRUCTURE

OO
Your Portal Partner's Portal
(application) (application)

— 5

Your WSDL WSDL Partner's
Subsystem Subsystem
<) O O,
DATA g s Pty SOAP €= SECURED INTERNET -> SOAP [Bwerifg SSis DATA
Server Server
S— ~—

2.2 vo8—a— FDOHUS(0Z1 ~#KHH)

JP-LINK &3 % 1Cid, A v =, LTKRIND DT A v oN—a— F ORISR LTI 7%
D ET,
BRYN—PHEBET 2010 —BDA Y N—a— Fa TR ERH Y T, a— FEEKT 2
2o, BT O % 0Z1 (techozl@ozllife) ~iEfF L TL 72 & Wy,
BHEDe A—LT FL X
HH A%
EIER (EE)
2022 4F 2 ABEMBAGICH v~ OB ERY) Y LRI L TLE S D ANLNE &
Ao BIERHRIZRETT,
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3.V 7 + v = TIEH

¥ a!)T4H9—/\&, TR7E Ubuntu 18.04 LTSx86-64 KU Red Hat Enterprise Linux (RHEL) 7.3 LA
[EEIE 8 LIETEITI AL SN TULET,

R/NEHIE. 0S BICEGUET . UTORYTY,
Ubuntu 18.04 LTSx86-64

AE) 3GB UL Lt

ARL—2 10GB LA Lt

Red Hat Enterprise Linux (RHEL) 7.3 and 8

AE 3GB UL Lt

AL— 0S /N\—F 433> 10GB

fth/S—F 4> 3>(/var BETF) 20GB UL Lk

R HR—b

X ) T4 =B DAY E—D KD T8 D TCP5500 12 /8N UK/ TokSIUR
TXa)T4H—/\ED 0CSP H—E RERD TCP5577 A /N IR /T IRINIUR
PRY—/N\—LDREAD TCP4001 7R AIUF
JA—NILEEEXIO—RT 56D TCP8O 7ok UR
BALRZTH—ERE LY 0CSP H—ERED@ISRAD TCP8O / 443 7 o/AH UK

XA TAH—I\DAL—YF—AURA—DIARIZT I ERTBHI=60D TCP4000 A2/ T2k (O
—AhIL)

HHS AT LEGAD TCP80 / 443 A /IND UK /T ok/INH R (A—AL)
(RHEL D& )R AT LIEHE®D TCP8080/8443 A/ NIV K /Fok/9 K (O—AJL)

FTHETEa—H—/NED@EIERAD TCP80/8085/8003 7 k/NHU R
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EBEDNIY/ Hi—
RUINT=28(F) &dm(u)

HTTP:80port
HTTPS:443po

NRE LTCPIL—IL:8002port

PO R BEHDHRY LTCPIL—)L:4000p0rt IR S

IUTAF—N—D1—F—1 24,

— H;Egé;thiﬁ-ﬁﬁ . 7 — SRR N 24 TP — L asnunnn—» HZH LTCPIL—IL:8003p0
Application/ HTTPS: 483p0rt ) ‘ I oCp— EZERMA RS LTCPIL—JL:557Tport Adapter
Igfo;ma}ll)gn K- - —> AX X LTCPIL— /964650 ik ()
ystem = ) :
Custon GEIEE) 7YY TTPs:443port| OCSP(H) HTTPs: 4133 AT A H 2% LTCPIL—:8003port
HTTP:80port TP:80port
HTTPS: 443por t TSA(I) HTTPS: 443port ARY LTCPIL—1L:ROBUSTERingrt
ARH LTCPIL—IL:5500p0rt A 2% LTCPIL—Ib:5500port
Tl ot Management 2% LTI 53 TThort DataBase(E)
——————————"—P Security
Server(K)
HTTP:80port HTTP:80port
HTTPS:443port | Central |4 [ HTTPS:443port
st — N EDIEER N 29 LTCPIL—)L:4001port| | Server(d) |~ |H2& ATCPIL—IL:4001port
NRH LTCPIL—IL:9011port Monitoring N5 LTCPIL—IL:9011port
Server(L)
HTTPS: 443p0rt Package HTTPS: 443por t
repository
Server(N)
Center

57 v —X

EHEMP A= 200 ) T— R — - RIIIERER O L, BERHERETT,

4 x4 —"Df VX — )1

Ubuntu B4

1. A—HF—AUE3—TIARADTRTORENTFTESN TSV AT LI—F—FEBMNLET,

Sudo adduser <a1—H—%>

2. ARL—TAVTVRTLOAT—)LEHRELET . RDIT% /etc/environment [ZIEEBMLFET

LC_ALL=en_US.UTF-8

3. X-Road /\yr—U)RUKMJE nginx YRR DT RL A% apt URDKJITEMLES , Fieavy
FIEEPTHEITEEET . 1T TAALTIZELY,

sudo apt-add-repository -y "deb https://artifactory.niis.org/xroad-release-deb $(1lsb release -s

c)-current main"

4, X-Road VA ROKM)DERZFXT—FEBTEAFT—DYAMIEBMLET, Fidav U RIEEPR THRITE
ET 1T TAALTLESLY,
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curl https://artifactory.niis.org/api/gpg/key/public | sudo apt-key add -

5. EXa) T4 —IN—VI Iz T7EAAM—ILLET . AVAM—ILEEIIRIEDEZTEEDEXES
ED. BATHTLEEEZETHAEELAHYET,

sudo apt-get update

sudo apt-get install xroad-securityserver

6. AVAR—=ILHIZ, LD DEREFITOIDENHYET . ERIITIAHILMETT A EEHANE
HIBEEEHYET . ROONDIBREDORNRERE, TOEREFZELUTICEREHLET,

1.

1Y — AU E—TIARTT RTCOTITAETAERTT DB 5ENBV AT L1—Y
—FEETHEICROINET, FIE 1 TEMUI1—F—FEELTLEEN,

T—AR—ZADEREICDOVTIE., TIAILFDNE(127.0.0.1:5432)DEET 0K TT,

WEB Ul @ CN(Common Name)i%7E [&. /CN=LIfEZ L oA N T/HEL. /CN={DNS &}F
fzI&/CN={F' B—/\)L IP PRLR}YEERTELIZSL SEE R ELTEIK 63 XFURITIRH TS
SV, 1 /CN=XX.XX.XX.XX

WEB UI @ SANs(Subject Alternate Names)&% i€ & [P: LA Z LV o f=AT R THEL, IP:{VA—
NIV IP PRLRYE SR FELIZELY, il : IP: XX XX XX XX

HBRADIZA4 T2 D Security Server IZF7 V12X 9 HFEM CN(Common Name) 5% 7E &
JCN=LIfEZ L\ > fzA 3T RTHZEL., /CN={DNS £)}FE7=(L/CN={F B—/\)L IP PRL R}EE&XE
KISV EEAELTEK 63 XFUURITIRDH TS,

R DO ZA4 T bbb Security Server [ZF7 7R3 HFEMD SANs(Subject Alternate Names)
REF IP:{TO—/NILIP PRLRYETHRELESLY,
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Red Hat Enterprise Linux (RHEL) ®3%4&

1. ARL—TAV T VAT LOAT—)LERELET , RDTT% /etc/environment [ZEMLET,

LC_ALL=en_US.UTF-8

2. yum EMBLTCEDRATAITHEEENRT D1 —T4)T4DALYLaAVEAVAM—ILLET,

sudo yum install yum-utils

3. X-Road /\w4—1)7;RI ) & Extra Packages for Enterprise Linux (EPEL) YR M) ZEBMLET,
RHEL_MAJOR_VERSION=$(source /etc/os-release;echo ${VERSION_ID%.*})

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-${RHEL_MAJOR_VERSIO

N}.noarch.rpm

sudo yum-config-manager --add-repo https://artifactory.niis.org/xroad-release-rpm/rhel/${RHEL_
MAJOR_VERSION}/current

4. X-Road YIROM)DERBEEETELRDANIEMLES

sudo rpm --import https://artifactory.niis.org/api/gpg/key/public

5. EXalT4Y—n\DOAVR—)L

XUbuntu EEGY, AV AR—)LRIZZRBBFERODANEROONEFE A AV XM= ILHER D=5
DEMEHYFET DT, ARZHERD L, AV RA—ILEEDTIZELY,

sudo yum install xroad-securityserver

6. A—HAUFTI—ADTRTOA—ILIFTEEIN TSV R TLI—HYZEEMLET,
<A—HY—Z>DEMEEEDRFITESTHRZ TSN,

sudo xroad-add-admin-user <1 —H—4%&>

7. X)) TF4H—N\EEELET ., (AR LT %, BEMICEEILAZLV=0)

|sudo systemctl start xroad-proxy
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A VR =L EOF v 7 (Ubuntu/RHEL F£i8)
FTRTOTOCADNFREN-NEINEHERLET . ROY—EXNETENTVIRELHYFES,

. $ sudo systemctl list-units "xroad*"

. UNIT LOAD  ACTIVE SUB DESCRIPTION

. Xroad-addon-messagelog.service loaded active running X-Road Messagelog Archiver

. Xroad-confclient.service loaded active running X-Road confclient
. Xroad-monitor.service loaded active running X-Road Monitor

. Xroad-proxy-ui-api.service loaded active running X-Road Proxy UI REST API

1
2
E]
4
5. xroad-base.service loaded active exited X-Road initialization
6
7
8
9

. Xroad-proxy.service loaded active running X-Road Proxy

10. xroad-signer.service loaded active running X-Road signer

[H#R] X v -2 0¥ 7EZEDEE (Ubuntu/RHEL #38@)

X2 )T A= NE A VAR T oD w SR RE T HHREER D D T,
Ave—vu 7 i3giRo XML ¢ HEADER(X v+ — YRR DEEIC L L EROER. A 2T —%)¢
BODY (R v =Y R EH T 2EHT -2, Avt—VAROOMGEZHRELTED, COREREIIEHET
5T ENTEET,
REDFREIILUAT D 38 Y TT,

1. A%5—% (HEADER) « X v+ — YA (BODY)Dili/f DRE (57 + 4 b 3HE)

2. A2F5—2% (HEADER) @ A{RE

3. Avitk—yusE-YRELawn

OZ1 TR, 2Fa V74 - a7 IATVROBRDP O, KT — X (=2 72—V AX(BODY) &+ * 2 )
FAHF— N IREET L2 L AR LTCE D T A,

LoC, BlRBGED 2. £ 27— 2 (HEADER) DADRE OBGEL T2 2 L 2L T,

Ay —va Xy IBEOKEETHEICLOLICEHEHL T EF0T, THERLEZI W,
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504F 2 VT4 =Dy +T v
+ty+ 77 (Ubuntu/RHEL #t3§)
X)) TaH—\DA—HF—A2F—T A RIZIE, https: //{SECURITYSERVER}: 4000/ MdF7 YR

T&FE9, ZZT.{SECURITYSERVERHI X 2T 4P —/\D IP £ FET-IL DNS &£ T,

A5 A9 BI2IE AV RN—=ILEIZEIRLET O EERALET , A—— A 3—T A ADiE
Fth(Z, Web 759 H[21502 BadGateway | TI— AR RSN DIEENHYET,

1 H—N\—DRAZERTBIDIE. TO—NIERT o h—071M IV EF R BT HETT . CDIT7A(IL
(21, SMLTWAIOL R T LALIZET 51EHE. FIATEEL CABKLU TSA H—ERICEHTHEEX
FRNEFNTONET,

Confirm configuration anchor details

Configuration anchor details:

Hash (SHA-224) 71:3B:88:8C:6B:59:73:29:57:D02:06:8D:BE:AQ:FF:F4:E4:E8:E1:D9:3A:A6:8A:75:E
3:02:E7:FB
Generated 2016-06-03 22:12

Continue with import?
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FRRETh—

Hash (SHA-224) :71:3B:88:8C:6B:59:73:29:57:D2:06:8D:BE:AQ:FF:F4:E4:E8:E1:D9:
3A: A6 :8A:75:E3:02:E7:FB

At 0—F https://www.roksnet.com/download/configuration_anchor_roksnet—
dev_internal UTC_2021-06-09 20 29 07.xml (20 URL [FfFEEBIZHDAREMELHYET . T
W72 h—®D Hash AEDZEELHYFET )

IO 923 07— (CNITFHERBFTERBIZFIBAIN TS

Hash (SHA-224) :3A:D4:74:FD:40:01:1B:1A:B5:7D:F3:C9:87:9C:EF:FQ:C4:4D:F6:4A:
AD:02 :C6:63:24:F0:A1:72

A9 A—F https://www.roksnet.com/download/configuration anchor roksnet internal UTC 2017-04—
26 1119 52xml  (Z@ URL I[XIFEEREICLLHATREMENHYFET S )

IIFITUT D& xml ODRBENR RSB EE. TDRABRE xml T7MILELTREZELY,
LTFARSBL URL D7 YT TF—MIFWERITADT0. —HEERTIBBERIEVERA,

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<ns3:configurationAnchor xmins:ns2="http://x—road.eu/xsd/identifiers” xmins:ns3="http://x-road.eu/xsd/xroad.xsd”>
<{generatedAt>2016—06-03T13:12:15.255Z</generatedAt>

<instanceldentifier>roksnet—dev</instanceldentifier>

<source>

<{downloadURL>http://198.211.127.118/internalconf</downloadURL>

<verificationCert>MIICqTCCAZGgAwIBAgIBAT ANBgkghkiGO9WOBAQOFADAOMQwwCgYDVQQDDANOLOEwHhcNNzAWMT AxMDAwWMDAwWWhcNMzgwMTAx
MDAwWMDAwWW;AOMQwwCgYDVQQDDANOLOEwggEIMAOGCSqGSIb3aDQEBAQUAA4IBDwWAwgsEKACIBAQCYR91E0/waxqiK3sCjs7+DH1tpLCkQEdab9cFfQ
E717u8KMN;T/NOS3v6KiMWPBJbmB722Bk6/ykqgSBN6yqog/Qp6ZKiLmghRIKwTB2I8 0cHdOp5ExRhVC8qS0k0j6 TzZXKwKQDi3fVTLVJIg3RpdILu1tHgbAh31
GWsBuoP4ahb4W5+cvjE9UdHxVq+5DY5EwWG/FeiSfllnn44BiUY5ud4gPx8ACV 2f4z8Dafg0imm THIKDJEANDuGO4eFxYt4FPfg2FuodYE48rEMW/NcmmoR6pniix
bIBL6IGL5/nP92SEe/ JfqwCvTgTFklInNXpsofeWqOCAihUY1T9L+qyCKLAgMBAAG,E;AQMA4GA1UdDWEB/wQEAwWIGQDANBgkghkiGIWOBAQOFAAOCAQE
AhWmXvp/hTG/ImFYV6PRNGYW2T/04PAL476D 1mR61550lchhcW681+A0yd TiKAnnBEB qgqVKD5skvyyDkxZXnG6Z8vzXjAjYt4JPaYNuXCJxzAgqoxB+rgigkt
St3mp5tZ466gMXKt8r/MxoCnz+NbIGLZF 1 AnjKR2JbFDyuaOjGGJ+OtcZFgX0CpOvey2Z 1fEICrwiySE3NoJRifDy3W/XUVejr4duRQOCDT8PG8CkdqgtezZWLEeE
P05rrBf3Z0A0ZhgbHOgGDmMH/cR1U7h3NxXPVVmrvgwlggQlgAdN3iiMKTnba5ITKDh63sUOD/fQ6tZxDj31ZuwS1hBLkz3ZatzQ==</verificationCert>
<{/source>

<{/ns3:configurationAnchor>
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2EMNELLE Y O—RENTNSEE (B3 THRWMGRIIR—MEHEELET) . F—/\—[FRDIF
HWEZERLET,

o AUN=DSR-VXTAH—/I\ORBEBEBDAVN—ISA(REBITEDIGEIL COM, X
FFRBADIEE 1L GOV, FEEFIHAEDIFZE (X NGO)

o AUN—O—F-0Z1 o EEIN-EX )T H—/I\FREZED AV /\—O—F,
e TXxalFa4H—IN—a—F-BEER
o PIN-H—/N\—HGERRZE(ZT7 IR T B=HIZERINBZY IO TF—o2 D PIN

BEFENYIRIITR—OV PINEXRE LI5S . PINZEBIBT 5FERIIHYFEHAPINZ
ELTLESBE . BAVAM—ILEFITOTOWEESDMEAHYET

UTIEAABITY:

Initial configuration

o @

Configuration Owner Member
Anchor

Member Name )
Name of the member organization. 0Z1 Corporation

Member Class
Code identifying the member class (e.g.. government agency, COM -
private enterprise etc.).

Member Code
Member code that uniquely identifies this X-Road member 21110001
within its member class (e.g. business ID).

Security Server Code
Info SS tutorialServer

/'/4 ;\\
'.\ PreVious /" @
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UTIZRT LS, H—N—DNBEEZRTITBHIEE . Ch(FBELRL, b7y T E2/miTcEET .
(X AVN—DFELT O— NIV TN EFERLET,

Warning = x

The person/organisation 'COM : 11425040' is not registered as X-
Road member

CANCEL CONTINUE

IR—=DDEEIZYTRE—I2 D PIN MADNSNTOVEWNELSBEAYE—URRTREINET , TRl A
wt—I%91) LT PINZEAALET , F1=1Z. [Keys and Certificate] * =2 —m i, 7Y XL. [Log
in]TXARED) YU TBETEHPINDANBEEANEBTEET,

>\/\< X-ROAD'7 Clients Keys and certificates Diagnostics Settings ssadmin v

SIGN and AUTH Keys API Keys Security Server TLS Key

| @ Please enter soft token PIN

SIGN and AUTH Keys @ Q

> TOKEN: SOFTTOKEN-0 2 Login

p. 12



2022/4/5

4. [Settings] >[System Parameters]tz2 3> (ZFEEIL, TSA —E XZEEBMLET , FIFHRIRELR TN
TOD TSAYH—ERN—BRTRINET,

X-ROAD SECURITY SERVER  roksnet-dev : Dev-Server

>>< X-ROAD'7 Clients Keys and certificates Diagnostics Settings ssadmi

System Parameters Backup And Restore

System parameters

Configuration Anchor ( 4 Download> < L Upluad)
HASH (SHA-224) GENERATED
71:3B:88:8C:6B:59:73:29:57:D2:06:8D:BE:AQ:FF:F4:E4:E8:E1:D9:3A!A6:8A:75:E3:02:E7:FB 2016-06-03 22:12

Timestamping Services

TIMESTAMPING SERVICE SERVICE URL

Approved Certificate Authorities

DISTINGUISHED NAME OCSP RESPONSE EXPIRES
CN=KLASS3-ROKSNET 2010, OU=Sertifitseerimi: d, O k i ouU, c=EE N/A 2035-07-30
CN=TEST of KLASS3-ROKSNET 2016, OU=Sertifitseerimi: O=Rok ions OU, C=EE N/A 2035-08-13

Add Timestamping Service
Trusted Timestamping services:

(O DEMO of ROKSNET TSA 2016

»
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5. [Keys and Certificate] £ Sa> CTHX—LIFBAEERDE R ZEFRIBLET
Xa)TaH—NX 2 FEEDIRAEZFERALET

o BEHTLS FrRILERIRTDEEDEXITAH—/\BOREAD AUTH SEBRE,
AUTH SEBRE (. X aUTaH—/N\T &2 1 DERShET,

o e RAVTDERZIIAZE, SIGN SFAZEIE, Av/N\N—/2—F—(DFVYME#HE) &Iz 1 DfFEA
NEY,

SoftToken—-0 ZFERL T, [+Add Key] RZ>Z#HTL, AUTH +—& SIGN F—F 4 /LFET,

SIGN and AUTH Keys APl Keys Security Server TLS Key

SIGN and AUTH Keys @ 2

v TOKEN: SOFTTOKEN-0 2 Log out

( @ Addkey ) ( 4 mportcert. )

5-1.5F0GEMA Auth SEAZICF —SANILDANZITVEY  RAEAEERAD 2 BED X —ZFHKT D
O MY TVRBIZARNTIHLEHRLET,

Add key

Key details

You can define a label for the newly created Key (not mandatory)

Key label Auth

CANCEL NEXT
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5-2.585F AUTH SEBAZD A TABRIIRDEY T,

Add key

o (2]

Key details CSR details
Usage
Usage policy of the certificate: signing messages or AUTHENTICATION

authenticating Security Server.

Certification Service

Certification Authority (CA) that will issue the certificate. TEST of KLASS3-ROKSNET 2016
CSR Format
Format of the certificate signing request according to the CA's PEM

requirements.

CCancel) (Previous) m

Continue RAVEBRTL. XOE@E T CSR 77 I/ILESHoO—K (ER)LTLEELY,
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5-345LVNTEIFRIZ Add key RAVEIRTL, B A SIGN SEFAZD X —SNILDANEZTVET, H

YOFTNRAEANTHIEEHELET,
Add key
@ (2
Key details R det

You can define a label for the newly created Key (not mandatory)

Key label Sign

CANCEL

NEXT
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5-4Z % FAD SIGN ;EEFAZED A NREFRDBEYTY,

Add key

o 2] 3]

Key details CSR details
Usage
Usage policy of the certificate: signing messages or SIGNING -

authenticating Security Server.

Client
X-Road member the certificate will be issued for. roksnet-dev:COM:21110002 -

Certification Service

Certification Authority (CA) that will issue the certificate. TEST of KLASS3-ROKSNET 2016 -
CSR Format
Format of the certificate signing request according to the CA's PEM -

requirements.

CCanceI) ( Previous) m

Continue RAVEBRTL. XOEME T CSR 77/ IILEA o O—R(ER)LTLEELY,
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9-9.

v TOKEN:SOFTTOKEN-0 2

v AUTH Keys and Certificates

NAME &
Q,  auth key
,., Request 01C85CF4128818B89C64C06D8DBE6ADASEAE7SFF
v SIGN Keys and Certificates
NAME &
Q,  sign.key

,., Request 67105D704E8E91C2C1E7704215D8D468855377AC

EREEA-EBRAHADOWEAD CSRESF »raA—RLTz&.

R BLAROROERHART T HERDLSHEAEIAYET,

Log out

( o Add key“ ( ﬂ Import cert. )

& NoOIssUEs

ocsp EXPIRES STATUS
Generate CSR
Delete CSR
& NOIssuEs
ocsp EXPIRES STATUS

Generate CSR

Delete CSR

RORATYT(CSR DEE) IZEAET,
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6.

-

-

CSR # 0Z1 ~E{ET 5

LIFDHNE% OZ1 (techozl@ozl life)ic X — A TEFEL TL 2 W,
A—=LT FL R

BRET : BHFEEREE D L < IIARFEREL

AvoN—a—F

AN =%

FriglE « HA

WA D CSR 7 7 A v$, MOZEEH® CSR 7 7 4 L OFAT
BHHD CSR 7 7 A%, RUEHHO CSR 7 7 4 L OFAT

Pk, LT X5 icF IR 72 &2 e L € SR 7272 K PRET T,

0Z1 MF AR BiTEE. T4\ V=R —%8HH». ABELFES,

OZ1 TARMINTULAMItERICHK ST, 0Z1 Mo —EREZITHILEHEA. RELET,

s AADFEEICED CMAMNERT — 2 OB 2 tED 2 WEBGESEICB L TR BEAAREL W TET

ER

p. 19
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TREHEZA v KR—FLET

AEAEERITE =D, [F—LAEAE IE 2 —TENLEAVR—FTELLIITHYET,

7-1.[Import cert ]J7/RAZEIRTL ., & A(sign)CSR 77A4ILEAR—RLET,

v TOKEN: SOFTTOKEN-0 2

v AUTH Keys and Certificates
NAME & D
0‘« auth_key
,., Request 01C85CF4128818B89C64C06D8DB66ADASEAETSFF

v SIGN Keys and Certificates

NAME a D
Q  sign_key
.., Request 67105D704E8E91C2C1E7704215D8D468855377AC

ocsp

ocsp

Log out

( o Add key ) ‘/‘ -= Import cert. )

& NoOIssUEs

EXPIRES STATUS
Generate CSR
Delete CSR
& NOIssuEs

EXPIRES STATUS

Generate CSR

Delete CSR

7-2.[Import certJRAZIM T L. 2SI A(auth)CSR 771 ILEAVHR—FLET, TIHD CSR I7AIL

BNAVR—rENDE TRDKIGRELELZYET,

SIGN and AUTH Keys @ 2

v TOKEN: SOFTTOKEN-0 2

v AUTH Keys and Certificates
NAME D
Q,  auth_key

,., TEST of KLASS3-ROKSNET 2016 11399

v SIGN Keys and Certificates

NAME & D
Q. sign key
.., Request 67105D704E8E91C2C1E7704215D8D468855377AC

ocsP

Disabled

ocsP

Log out

( @ addkey ) ( - mportcert. )

& NoO IssuEs

EXPIRES STATUS
Generate CSR
2035-08-13 + SAVED Register
& NoIssuEs
EXPIRES STATUS

Generate CSR

Delete CSR

p. 20
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7-3.5R5EFA(auth)CSR A R—hL-E# (L. EXN(Disabled) DIREETA U R—bENFET, 3L
B1=0IZIXEREEA CSR DS JLEFEIRL . Certificate DEIEE R RSEFET ., ZDE. [Activate] R4
VERTL, H3EL TS,

Certificate X

& e S S ]
| i | |
e Actwateﬂ 9 A" e Delete '

Hash (SHA-1)

Version: 3

Serial: 113997498268965796

Signature Algorithm: SHAZS&withRSA

Issuer Distinguished Name: CN=TEST of KLASS3-ROKSNET 2016, OU=Sertifitseerimisteenused, O=Raksnat Solutions OU,

C=EE

Not Before: Thu Jan 20 2022 18:28:05 GMT+0900 (BFE%EE)

Not After: Mon Aug 13 2035 15:54:08 GMT+0900 (BHiE%E)

Subject Distinguished Name: CN=Green Bioanalytics, SERIALNUMBER=21110002, OU=Corporate Authentication 1,

O=Green Bioanalytics, L=-, 5T=-, C=JP

Public Key Algorithm: RSA

RSA Public Key Modulus:
f:92°eb 2d-6T 1T 2c:77:47:08:25:69:90:d7:90:27:c2:bT:91:86
T4:43°51:78:2F 80-12-88:01:¢9°¢1:T3°09 TO b6 ez 96:T5 Q99
ab f1 62 02 42 01 da 6d ed 9a:01:08:8F 4b 44-48:26:39:98:65
78 B9 8: 07 TN ah Pa bhoal ol ea of df &1:36 95 Re 97 81:3d

iR (auth)CSRZBMELT-% . BEEMIZLE=WEEIZIE. [Active] R 2 M [Disable]l RE U IZH
HENBHD T, [Disable] RFETLTLIESLY,

Certificate X

( pisable ) ( € pelete )

p. 21
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7-4 FBEE A (auth)CSR A 3h1EL1=1&. [Register] R ZEH T L. ZB5EHA CSR M & FZFHFEX 1T T
Y, ZERARSF T EZIL. REGISTRATION IN PROGRESS(Z ) ELVDRT—ARIZEHINET,
BIBICKYBRENZEINAZETOFHEREMITELYET,

SIGN and AUTH Keys @

v TOKEN: SOFTTOKEN-0 2 Log out

(o Add key/) (a Import cert. )

v AUTH Keys and Certificates
NAME & D ocsp EXPIRES STATUS
o\v auth_key Generate CSR
.., TEST of KLASS3-ROKSNET 2016 113997498268965796 - 2035-08-13 £) REGISTRATION IN PROGRESS
v SIGN Keys and Certificates & No IssUEs
NAME & 1] ocsp EXPIRES STATUS
Qq sign_key Generate CSR
TEST of KLASS3-ROKSNET 2016

A roksnet-dev:COM:21110002 Good 2035-08-13 @ REGISTERED
1876827920777474720

LTFDY94URONRTEN, IP PRLREILZDNS D AHEROLNET,
NEMS LX) TFAY—/I\~NTHOERAEETHA IP PRLA (P O—/3L IP PRLR) ET=[X DNS # 63 XF LK
TAHALTLESLY,

Registration request

Security server DNS name
or |

P address

p. 27
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7-5.BFHENSHINDE. FNFH OCSP A Good. R T—H AN REGISTRED(Z §3:FH)-HHH &
NEJ,0CSP RURT—ARANEHIN-CEFHEELTHORDRATYTANEATLESY,

SIGN and AUTH Keys @ Q

v TOKEN: SOFTTOKEN-0 2

v AUTH Keys and Certificates
NAME D
Q  auth_key
B 7EST of KLASS3-ROKSNET 2016 113997498268965796

v SIGN Keys and Certificates

NAME & D
s roksnet-dev:COM:21110002

ocsP

ocsP

Good

EXPIRES

EXPIRES

2035-08-13

Log out

\ ° Add keyr ) | {-n Importcert. )

& NO ISSUES
STATUS

Generate CSR
& REGISTERED

& NO IssUES
STATUS

Generate CSR

@ REGISTERED

p. 23
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7-6.RDATYTNE. TV AT LDEEZTT , [Client]E 2—h5[Add Client]Z#ERLE T, Member
Code, Membar Class, Subsystem Code ZAALET,

Add client

Client details oker Sign Key

Specify the details of the Client you want to add.

If the Client is already existing, you can select it from the Global list.

Member Name
Name of the member organization.

Member Class
Code identifying the member class (e.g.. government agency,
private enterprise etc.).

Member Code
Member code that uniquely identifies this X-Road member
within its member class (e.g. business ID).

Subsystem Code
Subsystem code that identifies an information system owned
by the Member.

0Z1 Corporation

nerate CSR Finish

Select Client

‘ com

’ 21110001

xxxDB

p. 24
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7-7.RDTAV T TIHER 12 RIRLFET,

Add client

Client details

All required information is collected. By clicking "Submit", the new client will be added to the Clients list and the new key and CSR will
appear in the Keys and Certificates view.

In order to register the new client, please complete the following steps:

1) Send the CSR to a Certificate Authority for signing
2) Once received back, import the resulting certificate to the corresponding key

3) At this point you can register the new client

NOTE: if you click Cancel, all data will be lost

Register client

g

OICY - |

Finish

p. 25
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BMLE=954T7 DA T—2AH REGISTRATION IN PROGRESS(Z£FH)ELVSIREETEMS N
i's“o A—H—L RN TERIVIVIRMNEZITANDE, RT—FXHY REGISTERD (F£%:%) ICE#HS
NEY, RT—2ANEERKEHZEHE,JP-LINK QIO AT LATA—HY—arToVYH—EX%F|H
FrIFRETIERBDENET,

Clents

Name 4+ D Status
B S R roksnet-dey:CoM: I & REGISTERED © Add subsystem
I roksnet-cev.con [ £) REGISTRATION IN PROGRESS

KAT—BANBFEEH TG RE

Neme o Status
[ 8 CTm) roksnetdevCOM I & ReGISTERED © Add subsystem
| roksnet-dev:COM @ recisTeReD

XOSATUMIFHITEBMT B5REERIZ, TTICRAESN MO X2 T4 —/1\DISATY
EAOSEIRLT, BT DHAELHYET o cnusmsnsios pry—
ZOFEIEEHEATEF ) ToY— \jéEE&LT‘iﬁA%(»s *ﬁﬁﬁﬁ@?%?/b’é%ﬁu\t#lUT
AP —IN\ABITTELEOENTHRAINSEDTT,

Zis A -

Add client

Client

Agence de Promotion des

& oksnet-dev:GOV:72221111:EREGIS-SUB
Investissements et des Exportations

Aktors OU roksnet-dev:COM:11333578:misp2-01

Aktors OU roksnet-dev.COM:11333578:valis-test

best-test roksnet-dev:COM:13334444:best-sub

best-test roksnet-dev:COM:13334444:best-sub2

Center for Analysis of Economic roksnet-dev:GOV:71111222:Azexport-
Reforms and Communication u

Center for Analysis of Economic

Snftwara Canurioht

p. 26
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8.7 74T v FONE T DA
Clients 2> a>mb, BEE&LI=U54 7 rE&ERL. Internal servers €723 FZIRL TFZE0Y,
Connection type M7 7A4JLRTIE HTTPS AEIRENTHEYET DT HTTP AEEL TS,

Connection type

HTTPS

Connection type

HTTP

Connection type for servers in service provider role is set in the Services tab by the service URL (http/https).

ULETIP-LINK ~ADSM., X2 T4 — /DA A= LIEEITER T TT

9 Eﬂi ﬁ% (T

LUTDAETCBERADEX T4 —1\M5, 021 AAEELE-EHEEZHAOY—EREZETLT
ETEEY. JP-LINK 2SN TETWAINERT HIENTEET,

HC<ETHY—ERIBHBEHEREZBNELI-Y—EXTHA-O . EROEBITEVTRHESNERS
NBHIEZRMRELI=T —ATEAL T—ERBHFICOVWTE FELGSEESNSAREEAHYET,

9-1.0Z1 ~"EHBERZERLEEWLWEDEREEDIZ, ROFREGCESSL, Ff-. ER T BHTIZHT
FIE 7I2TEMLEY IO RTLDRAT—RAANBERFELEOTWNAIEFHERLTLESLY,

« A2 7\—3—F (Member Code)

-4 7L X7 Lsa—K (Subsystem Code)

p. 2/
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9-2.0Z1 IZCERKIBWV AV N—O—FRUVHYITORATLO—RIZHL T, B@EZERAY—EXDOFIA
A AR ERLET BT TR. TOE T ERLEI D . BRET TDEREZ T THLLUTDF
IEZEfESTZEY,

9-3. EXaTAH—/N\HBA VA= ILENTWS Y —N\—(2OT 1 L. BEEDTAHILF B TIZRR—
DIZREL=BIESEIZWSDL 774 IILEERRL TLEELY,

{}TTE>TWASEMIZDOVTIX, CTESTEEDFE#REZ A HLZEL,
{(Aun\—a—F} : TEEICEYIRON-A/N—a—FZEHEEL TS,
(YITLRTLO—F} © X 2UT4H—NTHRELEYITORATLO—FEEELTIZEL,

{(MeEk& ) REEDBAFZEIMRIZSLY, LIKE AZFALERREGYFET DT, TMIILEH—FE
EMEBRETY o (il : KBR% > %KRBR% %&E)

KEBHERAY—EREKRTA—T T =2 R—2IL YA MIBHEEIN TV DI IREEER —EI1D
fEER B R L T, LIKE AZF ALRREITVET

EROA5SEE s —% - 7 — %+ v b - Open Data Osaka

p. 28
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[ 7 7 4 %] ryokan_search_for_name.xml

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:iden="http://x-road.eu/xsd/identifiers"” xmlns:repr="http://x-
road.eu/xsd/representation.xsd" xmlns:tns="http://testSecurityServer.x-road.eu/producer”
xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">

<SOAP-ENV:Header>

<xrd:protocolVersion xmlns:xrd="http://x-
road.eu/xsd/xroad.xsd">4.0</xrd:protocolVersion>

<xrd:id xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">ce6daaff-11d6-4ela-8a67-
2de447004a7f</xrd:id>

<xrd:userld xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">admin</xrd:userId>

<xrd:service xmlns:iden="http://x-road.eu/xsd/identifiers" iden:objectType="SERVICE"
xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">

<iden:xRoadInstance>roksnet-dev</iden:xRoadInstance>

<iden:memberClass>COM</iden:memberClass>

<iden:memberCode>21110001</iden:memberCode>

<iden:subsystemCode>testSecurityServer</iden:subsystemCode>

<iden:serviceCode>ryokan_search_for_name</iden:serviceCode>

<iden:serviceVersion>vil</iden:serviceVersion>
</xrd:service>

<xrd:client xmlns:iden="http://x-road.eu/xsd/identifiers" iden:objectType="SUBSYSTEM"
xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">

<iden:xRoadInstance>roksnet-dev</iden:xRoadInstance>

<iden:memberClass>COM</iden:memberClass>
<iden:memberCode>{}://f-—:l—-F}</iden:memberCode>

<iden:subsystemCode>{ff:ii/;(5:la:l—-F}</iden:subsystemCode>
</xrd:client>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<tns:ryokan_search_for_name xmlns:tns="http://testSecurityServer.x-road.eu/producer">
<name>{§EE% & #}</name>
</tns:ryokan_search_for_name>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

p. 29
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9-4. EX 2T AY—/I\PA VA= ILENT=H—N\—[CAT AV LIZRETUT OOV RERTLIES
LY,

1. $ curl -d @tokuteikenshinkikan_search.xml --header "Content-Type: text/xml" -X POST

http://localhost

9-5. BIEMNZITIIX, WSDL R DL ARV R T—EhNREENET , RR—T[Z WSDL DL AR
AT—ADFIRERTLET DT, ERITRANEN =T —2ZLEL. BEEYDERIZHE-TLV5H#
FLTLEELY,

XL 021 DRIFRIBELETEITLTUVWET , FDE=H AVN—a—F /I RFLI—FDEE
T EEENR—IZHE-THRYET,

HKEBICETSIN-IEE . RSN DT —RIBELE-ERERZEERZSI XY, Fo-KELBI15E
NHYET  HIROT—EFTDFFDREZERELE-VEEICIE. B ERBZSHBEEZSICIE] XKkt
% JEAALTLEESLY,

XSEFR

HEBERE Y —ERFLUTOLIGEITIERETLTOET,

Select
no
,hame
,location
,business_name
From
ryokan
Where

name like :name

p. 30
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H 41 -

$ curl -d @ryokan_search_for_name.xml --header "Content-Type: text/xml" -X POST http://localhost
<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:iden="http://x-
road.eu/xsd/identifiers” xmlns:repr="http://x-road.eu/xsd/representation.xsd"
xmlns:tns="http://testSecurityServer.x-road.eu/producer"” xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">
<SOAP-ENV:Header>
<xrd:protocolVersion xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">4.0</xrd:protocolVersion>
<xrd:id xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">ce6daaff-11d6-4ela-8a67-2d0447004a7f</xrd:id>
<xrd:requestHash xmlns:xrd="http://x-road.eu/xsd/xroad.xsd"
algorithmId="http://www.w3.0rg/2001/04/xmlenc#sha512">oWryCWadImmd9RwCpjRhPhwrYnkukrklKpAzDuO+KIgPMu6Pud
2++N0OO@0dH8BY6t001/CScjWbhoGuK+W92Xng==</xrd:requestHash>
<xrd:userId xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">admin</xrd:userId>
<xrd:service xmlns:iden="http://x-road.eu/xsd/identifiers” iden:objectType="SERVICE"
xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">
<iden:xRoadInstance>roksnet-dev</iden:xRoadInstance>
<iden:memberClass>COM</iden:memberClass>
<iden:memberCode>21110001</iden:memberCode>
<iden:subsystemCode>testSecurityServer</iden:subsystemCode>
<iden:serviceCode>ryokan_search_for_name</iden:serviceCode>
<iden:serviceVersion»>vl</iden:serviceVersion>
</xrd:service>
<xrd:client xmlns:iden="http://x-road.eu/xsd/identifiers" iden:objectType="SUBSYSTEM"
xmlns:xrd="http://x-road.eu/xsd/xroad.xsd">
<iden:xRoadInstance>roksnet-dev</iden:xRoadInstance>
<iden:memberClass>COM</iden:memberClass>
<iden:memberCode>21110001</iden:memberCode>
<iden:subsystemCode>testSecurityServer</iden:subsystemCode>
</xrd:client>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<tns:ryokan_search_for_nameResponse xmlns:tns="http://testSecurityServer.x-road.eu/producer">
<row>
<no>1378</no>

<name> KR L HF A4+ v X —</name>
<location>WiEJIIKHFE 1 TH1 3% 1 3%5</location>

<business_name>KFRii & &b HAFfs</business_name>

</row>
<row>
<no>1538</no>

<name> KK EF 21— 2 & X F L </name>
<location>WEFREF/AMRE 1% 1 5EEE EHiHE</location>

<business_name> K[ ifi</business_name>

</row>
</tns:ryokan_search_for_nameResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

ERFFEHN EICRTEINREZDFFEZRELTVEY,

£% :SOAP Ayt—L 3L /WSDL MDIE#R Security Server EM@IED V=27 )L X-Road message protocol

https://github.com/nordic-institute/X-Road/blob/master/doc/Protocols/pr-mess_x-road_message_protocol.md
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10. Adapter Server D 4 v A b — )L

Adapter Server DAV AR—)LIZDWVTIE, FREAVARL—2av HARESERIZEL,

0Z1_JP-Link_AdaptorServer_installation_guide_v1.0(ja)20220318.pdf

11. Adapter Server TD ¥ — & X DEAK

IR AEICBVWTRI TN —RADER - BREICERASFIEFERL TEYEE A,

11-1. A5 1>

https://{IP-ADDRESS}& Y Adapter Server MAJ AVEEEHE, AV AM—ILAAFICTHERLIZD
—H—[2T. AT A&7 TS,

Please sign in

Username

Password

p. 32
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11-2. &y ah—FK
AT AVICEIT 5E. UTDEIEF YL aR—REENARTINET,

(FE., #yiah—FI(X 021 BARIREBICTERLT- Adapter Server M7=, I TIZEHRTE XA DIKAE
T, ZNT1=8. databases *° subsystems, services DM 1 ELE->THYETH., AR TIEIZh
HIE 0 IZHE>THEYET)

e i 021 X-Road adapter @ evo @ admin-ADMIN

2 Dashboard
BE  Dashboard

Dashboard
Databases
= Subsystems
databases subsystems services certificates
Services 1 1 0

Certificates

aias querylogs auditlogs users
19 0 1/1
Settings

¢ B o A

p. 33
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11-3. T—3YY—AD &%

Z D1t RDBMS EAICEHREELELT =,
ML 31— —HAK(0Z1_JP-Link_AdapterServer_user_guide_v1.0(ja)20220318.pdf)&# S BB &0,

A=—a—d&Y[Databases]Z:#RL . [+ADD DATABASE| RAUEH TFLTLEELY,

oo 0Z1 X-Road adapter @ e @ admin-AD
B Databases
BS  Dashboard
Databases
B  Databases
&=  Subsystems Name Description uUrl
< Services
Test - Q_ SEARCH ‘9 RESET
@ Certificates
[ 8] Query Logs
b o Settings
<+ ADD DATABASE
Name Description Url Test
postgresql 0z1 postgresql database jdbc:postgresql://10.0.... Q VA |
Rows per page: 100 = 1-10f1 < >

p. 34
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Add database

Name *

Description

Database connection

Url*
Username * Password L NS

Connection validation

Success

TEST AND VERIFY CONNECTION

RDBMS RDBMS version

& BACK B SAVE

-Name : T—32Y—ZAD B FE AN TIZEW, [#47E]
- Description : KT —42Y—ZXADERAD AR T,

- Url : jdbc url %% RDBMS D ER&EL—ILIZHES T, Sal<fZE0y, [WhZE]
(f51) PostgreSQL M35 A [ jdbc:postgresql://{host}:{port}/{dbname} ]
- Username : database N7 V€A T BMEIZALNDI—H —RFEHL TZSW K]
- Password : database N7V 2R BFICANSI—H —D/SART—RERHL TS [ ZE])

p. 35
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Lk, W BAEBZAND L, [TEST AND VERIFY CONNECTION]?RA B TL, T—2R—XIZEHE
(ST RRESNBDZEERERLTIIESLY,

RDBMS K Uf RDBMS Version [ZDUL\TI&. [TEST AND VERIFY CONNECTION] RAZUE# T, IEEIC
TORATELGEICBBMICAADINET,

EEICHYILI-GE DRRE

Connection validation

QSuccess

TEST AND VERIFY CONNECTION

p. 36
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11-4. Subsystems D&%

A= a—&UY[Subsystems]Z:&RL ., [+ADD SUBSYSTEM]7R2LEH L TLEELY,

—

¢ B o A

Ad
Loapher 0Z1 X-Road adapter
=Subsystems
Dashboard
Subsystems
Databases
Subsystems Name Description Protocol -
Services
State - Q_ SEARCH Y RESET
Certificates
Query Logs
Settings
-+ ADD SUBSYSTEM
Name Description Protocol State
testSecurityServer testSecurityServer HTTP o 7 8 B O
Rows per page: 100 1-10f1

p. 37
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Add subsystem

Name *
Description

Namespace

Protocol

HTTP -

WSDL URL:

State: Q

Services

[ ADD FROM EXISTING SERVICES -+ ADD NEW SERVICE

Name Description Version

& BACK © START SERVICES I SAVE

- Name: £ 2) T4 —/ 2 &KL 1= Subsystem Code A AL TLIZEW42E]
- Description: Subsystem IZB9 55RBAZ A AL TFZELY

- Namespace: BRIZMZEE T HHEEICAHALFZEN

WIATABZEANE. [SAVEIRZUZHTL, RELTEELY,

Z Dt . [«—BACK]7RZZTL. Subsystems —EEENEFELTZELY,

p. 38
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EERE® D subsystem (& state HAESZHEOTLNVET,
Subsystem DBEEIETRFAN THEHFARIVEWT I 5HE. state DIRENFIIZLZYVET,

Name

testSecurityServer

IE#(C subsystem MEXIZ%GHE, state BEFENFET

Name

testSecurityServer

Description Protocol State

testSecurityServer HTTP (% s 0 B @
Rows per page: 100 « 1-10f 1

Description Protocol State

testSecurityServer HTTP V] s 8 B O
Rows per page: 100 1-10f 1

XKES—ELZRIVERTIHE BEMUVEZDIENTEEY,

p. 39
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11-5. Service MERK

Add service

Subsystem -
Name *

Version *

Database * -

Description

- Subsystem: RiIZE CHERL 7= Subsystem ZZERL TS

- Name: Service D& ¥x A L TLZELMBZE]

- Version: Service M/\—23a>% 1 U EDBHIETA AL TS, [7E]
- Database: BTIRDFIETEEKLI=T—2YV—REERLTLIZSW W ZE]

- Description: 4 —E XIZBHT HERBAZ A HL TFZELY

FMNT T2V —RELTERLI-T—EN—RIZHL T, E1795 SQL ZaEkLFET,

SQL D&k, SQL ZDHDDEkE, A1V TYNTL—RRILF DERTE. TIN TV ITA—T VD ER
EFD 3 DNBREZITIDELAHY. CNDHD 3 DDREFETEEICEELTHVET,

p. 40
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SQL Query *

Input parameters

[[g READ FROM SQL + ADD

Name Type Description Optional

Output parameters

[ READ FROM SQL + ADD
Name Type Description Array Optional

€ BhcK B & SAVEANDTEST

* 2022/2/17 BF R TlX. [READ FROM SQLIRAVIEEEINTOWEEA BTFTLTHEEEYDES)
[CIF7EDM0N A, EITLGELTZELY,

- SQL Query: SQL MY IT% SQL EEEI74—I VMR- TAALTLEEE W, A1V TR TL—RFRILS
FEHBDOFIZ[: (A ED T TSN ZE]

- Input Parameters: 12Ty TL—RRILZZEFATEHE ., BT RBL TSN, FIALLGLES
[CIEZEHTLREHYEE A, [+ADD] RAVEBTLTITEEBMTEET,

- Output Parameters: —E XD RITHER DB RXEERELFT . SQL VTV LHEDRLNK S TEEL
SV, [+ADD) RAVER TFLTITEBMTEE T, [ZE]

RR—=VI2, BERBRRELTHREAEZD—HIZLHLTEYET,

p. 41
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SQL: select no,name,location,business _name from ryokan where name like :name;

[ READ FROM SQL + ADD

Name Type Description Optional

Input parameters

name String - name O [ ]

Output parameters

I_‘READ FROM SQL -+ ADD

Name Type Description Array Optional
row XML element ~ ]
no String v O (]
name String v O (]
location String v O (]
business_name String - O ]

* Output Parameters 0 row [ZDULVT

Tl SQL RITHEENERITICHDERIC. BROLI—FZERIEL TR T H=HITBELRYE
9, SQL DERITHRHEENDLT 1 LO—FLARBEESNENSEIZFERT HBEFHYFEE A,

OLEEEDY—EZRDEITHERED BODY BICEHIZIE. RO KIITERMARESNET

<SOAP-ENV:Body>
<tns:ryokan_search_for_nameResponse xmlns:tns="http://testSecurityServer.x-road.eu/producer">

<row>
<no>1</no>
<name>HRAEINNKBR X BN T B </name>
<location>dtR;ZFH2T B3%&175</location>
<business_name>#% R =1 B> </business_name>

</row>

<row>
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<no>142</no>

<name>FAEINNHEETE 1 </name>

<location>dtREIEF3T H20F 45 HIEA> HEHEPE</location>
<business_name>ZfEE LB K & #t</business_name>

</row>

<row>
<no>1372</no>
<name>HR1E A AIRERE O </name>
<location>HEJIXFEXEE2T BH8FES5S</location>
<business_name>¥ X BAE A </business_name>
</row>
<row>
<no>1556</no>
<name>EEINNH DK EF</name>
<location>TEREXILE1TEH1%E75</location>
<business_name>¥ X &t ARTILEEE</business_name>
</row>
</tns:ryokan_search_for_nameResponse>

</SOAP-ENV:Body>

LE.CCETORKABEDANMNTETLELZL, [SAVE AND TEST]RAVEHTL, H—EXDE
BHEREETLET,
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Test service
Target URL

http://localhost/api/public/endpoint/testSecurityServer

Request message
<?xml version="1.0" encoding="UTF-8"?><SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:iden="http://x-road.eu/xsd/identifiers” xmins:repr="http://x-road.eu/xsd/representation.xsd" xmins:tns="http://testSecurityServer.x-
road.eu/producer” xmins:xrd="http://x-road.eu/xsd/xroad.xsd">
<SOAP-ENV:Header>
<xrd:protocolVersion xmlns:xrd="http://x-road.eu/xsd/xroadW'

<iden:subsystemCode>test</iden:subsystemCode>
</xrd:client>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<tns:ryokan_search_for_name xmins:tns="http://testSecurityServer.x-road.eu/producer">
<name>____NAME____</name>
</tns:ryokan_search_for_name>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Response message

& BACK £ TEST SERVICE

- Target URL: BEIFICANINET A, SEFEARAR localhost BlIFEEEYE S DT, Adapter Server
EAVAM—ILLI=H—/\D IP TRLURIZERL TSN, [147R]

- Request message: TL—RARILFZFIALTWDIZEICIE, 1V TYMTA—RERIBHIC[___{TL
—ARIFEERL} JEVOSEEENAASNTOET DT, BEITIECTERELTZELY,

HEMNTEZEL=D, [TEST SERVICE]RZUEM T LTS,
I5—MFEEHT . Reponse message HIZHE T —IDRRINNIL, H—ERDTRAMIET TY,
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11-6. Y —E RADEFX 1) T4 H—/N\~DEEFDT-H D #E R

X)) T —INANYG—ERZEHFRTHAEIC. U —ERDEHREERLI- WSDL FZ7SILEEXaT
A —IN~EHET S WSDL URL 32 THULTLEELY,

WSDL URL (& Subsystems M5>S BT BEMNTEET,

*WSDL URL [LFEFEARRARAY localhost BEEEES>TNVET , EFXa T4 —/NEEREFIZIE Adapter
Server ZAVA—)LLT=H—/D IP TRLRIZEENABETY,

Edit subsystem

Name *

testSecurityServer

Description

testSecurityServer

Namespace

Protocol

HTTP v

WSDL URL:  http://localhost/api/public/endpoint/testSecurityServer

State: o

LL_E T Adapter Server TOIREIFIE T TI DT, BT 7oL TLZELY,
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12F 2V T 4 ¥ —"~DH — ¥ XDE K

12-1. £¥ 2 F14—/3~ WSDL D47
#ELNT, web TS5 https: //{security-server-ip-address}:4000/[Z 77+t AL. ¥ a)F4H9—/\
D web ui BIEAANT77EALTLEEY,

OJAVEBENRRENELIZL, A—F—RENRT—REAAL. BT 1L TS,
[Clients] £ a> s, SEIY—E X& &K T 5 [Clients]Z Client D—EDHF M SEA TZELY,

X-ROAD SECURITY SERVER  roksnet-dev:

};( X-ROAD'7 Clients Keys and certificates Diagnostics Settings ssadmin v

Clients Q ( © Add member

Name ) Status
i I (owner roksnet-dev:cOM:211 11 & REGISTERED © Add subsystem
[ ] ] roksnet-dev:COM:2111 & REGISTERED

#ELVT, [Clients] >[Services|Zo i av & IRLET .

%\/( X-ROAD'7 Clients Keys and certificates Diagnostics Settings ssadmin v
Details Service clients Services Internal servers Local groups
I (5ubsystem)
= %
Service Q ( © addrest ) @+ FECETLE
e DI S
> WSDL (http:/ )

BIROEEITT TITH—ER 1 EDBHRERA-RTHL A, Y—EANFELTVET,

[+Add WSDL)RAVZH T HE. URL DAND KON S%E. Adapter Server THEZ = WSDL URL
% URL f#ICBEYATFTZELY,

2L RLIZERYFET A, WSDL URL [EFBFHEARRRA localhost BEIFEEHZS>TULVET , X)) T4 —/N
B EXBFIZ(X Adapter Server A A—JLLT=H—/\D IP PRLRIZEEHANETT,
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Add WSDL

[URL

Cancel

Add WSDL

— URL

http://xxx.xxx.xxx.xxx/api/public/endpoint/san

AALFEL=L, [Add]REVERTLEY, WSDL DF v A—REtEX1)T40—/\ATLVET DT,
5~10 Mal&., BEFL S,

BESVUO—NARTTHE, FRDIIIHYFET,
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Details Service clients Services Internal servers Local groups

I (subsystem) ( unregister )

P
Service Q ( © ndd REST‘)

> wsDL (htto:/ I

WSDL(http://xxxx.xxx.xxx.xxx/api/public/endpoint/xxxxxx) DH5 1 H 5 [ > |2y ILERHALET,
YERLT=H—E X8 AY, SERVICE CODE HHIZRRENTLEMHERL ., RIRSNTONIEEIITY .

v WSDL (http:/

Last refreshed: 2022-02-16 22:09 Refresh
SERVICE CODE URL TIMEOUT

user_search.v1 2 heepy/ 60

12-2. Y—EXDEHIE

TX ) TAY— AP —EREZRTHLE H—ERETIAITIEESRETEEINET,
FO T H—ERBH®R. FHTY—EREZEWREICTILENHYET,
H—EXDEH/EHEELDORMYFTHIEENES , V)vIT 5 ETHEM/EDEVVEZAFET,

u )

Last refreshed: 2022-02-16 22:09 Refresh

v WSDL (http:/A

SERVICE CODE URL TIMEOUT

user_search.v1 2 heepy/ 60

)
%t

N
=
7
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12-3. —E RDEFTEHA

H—E X% JP LINK SMEBEBANERHIZTSAH->T. —EXDFIAZLTELI=HIZIF, —E XF|
AEICU—EXRDOFAHFAZE5EZRIVENRHYET,

Y—ERBZDVIEI)IL. F—ERDFHMREEFREET

Last refreshed: 2022-02-16 22:09 Refresh

SERVICE CODE URL TIMEOUT

2 httpy/ 60
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user _search.v1

Apply to all in
WSDL

service URL hetp:// .

The URL where requests targeted at the
service are directed

Timeout (s) 60
The maximum duration of a reguest to the
service, in seconds

Verify TLS certificate L
Verify TLS certificate when a secure
connection is established

Access Rights

MEMBER NAME / GROUP DESCRIPTION ID / GROUP CODE

H—E XD FIFAEFAI X, [Access Rights] THIHISNE T,

TYPE

g
( Add subjects |

ACCESS RIGHTS GIVEN

[Access Rights](Z7RTARJRARAKTY , [Access Rights][ZIBANZALTULVELY Client [EH—E X% F

AT HIEFHEFE A
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HS—EXDF AR E S 2 51=HIZ1E. [Add subjects] RAEHTFLET,
CCTH—EXDFRAHFAZEEZ5 Client #ZIBEH DI AENTTHHRT ZENTEET,

=1
Add Subjects X
A
N Instance v
Member class v Member/Group code
Subsystem code Subject type v

MEMBER NAME / GROUP DESCRIPTION

ID / GROUP CODE

TYPE

Add selected

p. bl
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BIZIE AVN=D TR/ AN—aA—F /BT RTLI—FTRETAELUTOLIICEFRHZRMN K

GNY (3B
Add Subjects X
A
Name ‘ ’ Instance v
— Member class —~ Member/Group code
coOM X - 21110001 X
— Subsystem code
testSecurityServer X Subject type v
MEMBER NAME / GROUP DESCRIPTION ID / GROUP CODE TYPE
roksnet-
[:] 0Z1 Corporation dev:COM:21110001:testSecurityServe  SUBSYSTEM
r
roksnet-
D 0Z1 Corporation dev:COM:21110001:testSecurityServe  SUBSYSTEM

r_SP

Add selected

p. b7
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CDHFEMSHAHFRIZE S5 Z S Client U, [Add selected | RAVERTLET,

MEMBER NAME / GROUP DESCRIPTION ID / GROUP CODE TYPE
roksnet-

0Z1 Corporation dev:COM:21110001:testSecurityServe  SUBSYSTEM
roksnet-

D 0Z1 Corporation dev:COM:21110001:testSecurityServe  SUBSYSTEM
r_Sp

Add selected

Access Rights [Z 0Z1 @ Client T#% testSecurityServer AEBAENFELI=D T, testSecurityServer
DIZATURMNEIZD Y —ERIZHL T, T—RDEREITIENTESLIITHYFELT-,

Access Rights Add subjects

MEMBER NAME / GROUP ACCESS RIGHTS
DESCRIPTION DFSRINEEIS e GIVEN
! roksnet-
0Z1 Corporation SUBSYSTEM 2022-02-16 22:25 Remove

dev:COM:21110001:testSecurityServer

H—EXDFAHFAZRYETIBEZIE. [Remove] RV EF T LTLEESLY,

UETH—ERDEE. AL, FIRHFAEVSI—EDERNRT ELGYFET,

KR —EXDFAHFAZ5A55 A3, BRERMTEAIC AT ELED L. RS DL
IERELWNELET,

p. b3
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12-4. BRIBEHESR
BORMERDERAEIX[9.BREHZE | TERL-AZERLTT,

) TRANEED WSDL EEIFHRI7AILEIEKR T S35 E (. Adapter Server DH—E X7 AMFIZH| A
L7z[Request message]{#IZRRSNT-RNBREF AL TLV=12KE RL—XTT,

TR, ZRETEL -2 DIERTY

Test service

Target URL

http://localhost/api/public/endpoint/testSecurityServer

Request message

ﬂxml version="1.0" encoding="UTF-8"?><SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" \
xmins:iden="http://x-road.eu/xsd/identifiers” xmins:repr="http://x-road.eu/xsd/representation.xsd" xmins:tns="http://testSecurityServer.x-
road.eu/producer” xmins:xrd="http://x-road.eu/xsd/xroad.xsd">
<SOAP-ENV:Header>
<xrd:protocolVersion xmIns:xrd="http://x-road.eu/xsd/xroad.xsd">4.0</xrd:protocolVersion>
<xrd:id xmlIns:xrd="http://x-road.eu/xsd/xroad.xsd">a4076a8d-808a-4ef5-892b-2218985f35f1</xrd:id>
<xrd:userld xmins:xrd="http://x-road.eu/xsd/xroad.xsd">admin</xrd:userld>
<xrd:service xmins:iden="http://x-road.eu/xsd/identifiers" iden:objectType="SERVICE" xmIns:xrd="http://x-road.eu/xsd/xroad.xsd">
<iden:xRoadInstance>test</iden:xRoadInstance>
<iden:memberClass>test</iden:memberClass>
<iden:memberCode>test</iden:memberCode>
<iden:subsystemCode>testSecurityServer</iden:subsystemCode>
<iden:serviceCode>ryokan_search_for_name</iden:serviceCode>
<iden:serviceVersion>v1</iden:serviceVersion>
</xrd:service>
<xrd:client xmlIns:iden="http://x-road.eu/xsd/identifiers" iden:objectType="SUBSYSTEM" xmins:xrd="http://x-road.eu/xsd/xroad.xsd">
<iden:xRoadInstance>test</iden:xRoadInstance>
<iden:memberClass>test</iden:memberClass>

<iden:memberCode>test</iden:memberCode>
<iden:subsystemCode>test</iden:subsystemCode>

*THoDRBFZEZIE—L. REQFEREESHA TS,
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BERNANTREAR
BH ANAE
SOAP-ENV:Header
xrd:service H—EXRBAIOFEHREERL TSN, (RAS AT LBIOER)
iden:xRoadInstance roksnet-dev [E %€,
iden:memberClass HFED A2 N\—HF5R(fH]: COM)
iden:memberCode HFED A2 /A—a—Ff1:21110001)
iden:subsystemCode HMFEDY TS RXT La—K (fl:testSecurityServer)
iden:serviceCode FALIzLV Y —E X3—F (5 : user_search)
iden:serviceVersion FMALEWY—ERD/N—23> (ff]:v1)
xrd:client H—EXFARDEREERL TS, (BFBEEDOER)
iden:memberClass BE DA N—YFX(f:GOV)
iden:memberCode BB DA /N—a—R(#1:21119999)
iden:subsystemCode BEHDY T X7 La—F (fi: testSecurityServer_SP)
SOAP-ENV:BODY
tns:<Service-Code> tns:{(Service Code>&WLVIIL—ILTCRREEINFET
{input-parameter} AVTINNGA=EDBNIE, AV TIMNNGA—BEZDETITEEDEREAALET

FND1#%. TEC Curl AT REETLIEELY,

curl -d @{sample-service-xml-file-name} --header "Content-Type: text/xml" -X POST http://localhost

* sample-service.xml-file-name [Z1&, HIER TR LTz WSDL BEEHRI7AILDIT7AILINREIEE
LTLr=an

13. Adapter Server D % D fth D EAEI7 1L

Adapter Server D EZEEDREFZCEEERICRAL T, FREA—TF—HAAMFESHRIZEL,

0Z1_JP-Link_AdapterServer_user_guide_v1.0(ja)20220318.pdf

p. bh
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%% {18k C Security Server B4 7> = v

C.1—fg

X AT =N EROREAF T avhHhlFET . RLEBEGERE, O—ALT—4~N—X
ZRAE—DEX T4 —N\EEATHIETT . ChILBRE., FEAEDHEFEEHYFEEA
». BERZHAETLIERIIERHVET,

C.2 O—A)IT—ER—X

RUVEEGZERA T aviE. O—hIT—3A3R—XATE—OEX 1) T4 —N\EERTHETT,
FREETALND B THOELDNABEIZHSZEEHICHYFETAD . KBRIETIIEHILKVE
LLEBRIREMENHYET ., F:22TO DB (& Adapter #EHTT7 2+ R F % DB TlE#A<, SS A% DB TY,

m

Security Server

a» local
= database

C3 UE—hrT—ER—X

X ) TAH—NTYE— T —IR—REEATEHENARETT . COFToaviE T—HR—X
DIREENMETIVENHDBEEDFREL IV TANTHRASNDZENHYFET .

32T —s8[&, AWSRDS 4> AzureDatabase forPostgreSQL HE D SFEFIFHRITIRT—4EAR
—REYR—ILTWET . CORMA T avIE I7VRRATATT—ER—RDFEAD R DER
RTHAHAVIVFRETHREEZTIGSICRILET,

m- DB connection (tcp/ip

Security Server >

((

Database Server

3¥: 22 TO DB & Adapter 2 Tt s % DB TI&7Ai< Security Server REFTEET S DB TY
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CA4 5 AED Y TYT

EFHORTLTE BE—EEANRETLHLEOITZTFANGNET A, EX T —NIL,
WHhRRIRFERDBAN—XLENLTTONAF—RIOER A7y T &S R—bFT .
YT YITIE RCAVIN—/ A IN—HF5 R/ A IN—OA—K /B TR T L/ H—ERAI—F N E#HDEF
T4 —N\TEASh., REEEICIEE T2 —/N\—ICEREIL—T1T T HRIITHEELET . =
DREAATLavIE, NI+—TU R LOFRERETHOTIEE TRMEZIREBETIEFTTHDIL
[SEBEL T,

ju

| Security Server
(provider)

i

m i

Information Security Server
System (consumer)

o

Security Server
(provider)

C.5 A—FN\S LT DERE

ED—LBREBEVRTLTIE. SRAMICMATRT—ZTIVIGENT+—I O ADBEIZEDEELHY
F9 . INODOMBEOAAICRFISHLT 5F-HDNBERAEAN=X LESR—FLTET =
RUEZZILTIVXLIZEDWTYIIRNE N —T 1T F 51012, X2 )T —N\—DUF5RF3—D
ANCO—R NS —MEBMENET, COBRA T avIE, [IG-XLB | THMITXELINTLET,

p. b
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m

Security
Server

giis
gl

Security Information
Server System

Security
Server

C.6 FEH
RORIZ. 2F2)TAY—NORET T av OBEL. TSI HERLNERBANERLET

JEBH pAFE B

0—HNLTF—RX—2 O
JE—FT—A_—2 O
Ea ROy F Ty 7 O
BT D ERE O

%% 1 https://github.com/nordic-institute/X-Road/blob/master/doc/Manuals/ig-ss_x-road_v6_security_server_installation_guide.md#23-requirements-for-the-security-server

C.7 Ayt—ad DE&E

XA T4 —NET AR BETOBRDBEEDVITACR VL ARV AD Ay —DFFE=ZFEA
ERATA-ODFERELT, Avt—VDREETO>TVET,

p. b8
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Ayt—oO7(CE 3 BEOA T avNAESNTULET,

® SEEHOJIER *TIAILERE

> Ayt—U AKX (BODY) &A% T—% (HEADER) Dl A MMRFSNET
® ART—ANAHDAYJ LR

> ART—4(HEADER) DAHMRFEINFET
® nNJZEELAEL

> Avt—UnJOREETVERA, (GEHLE)

EEREOTRRETIHE. OJLa—FEREITREFTRETREBELTRESN . E=E~DILHAL
LTRIATHIENTEFEY . —ATRELT —FHARXDT—AEAXMBMERYRTIHE ., Ayt—207
DREFREQGAN —CERBETHARMEADHYEYT T X )T —N\ITAVE—DXHE
To1=EHBT 40 Avt—20J OBXTRESNSZEITBELTESL,

UTFIZ, Avt—CnT OREREEEET A EZLRLETS,
BE. Avt—o0Jz—YRELEVRELHYET N, COREFHEHRLEEA,

1. TIAIIDEEZLEZTB=H O—DILEEIT7AIVEEREFITEHLET,

vi /etc/xroad/conf.d/local.ini

2. T7AI)VIC[message-logltoiay (FHELGMGE) ZERLET . €73 D TIZ /A5A—4
DIEZE 11712 1 DERHEHL TSN, AvE—C AT 2 AT —ADHREE T HREICT D511
UTDEIGERRELFYET

[message-log]

message-body-logging=Ffalse

3. I7AIERTEL. xroad-proxy H—ERZHEELET .

sudo systemctl restart xroad-proxy

p. b9
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Ayt—onJICEtIZt R EEBEAFELES .
ZOMDEFBERABICONTIE, LTFDOHAMFESEIFZEL,

0Z1_JP-Link_SecurityServer_User_Guide.pdf

p. 60



